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Scan date

SKB/BFX_UA300/BFX-UA300:10/QT/19.534.27-20221124:user/release-keys 0 Viewing scan 10f 1:  Nov24,2022,10:58 PM

Analysis summary

Scan status AQ 0 1 0 24

Completed Alerts Warnings Info Pending Exempted
Name
A Alert (0)
Warning (0)
v @ Info(1)

Detected Build Info

v (O Exempted issues (24) More information

Exempted alerts
The alerts below were found in the build but are not relevant to current fingerprint.

MBA policy violation in /system/app/nugu_updater/nugu_updater.apk EXEMPTED

MBA policy violation in /system/app/BTV_IME/BTV_IME.apk EXEMPTED

MBA policy violation in /system/app/DeviceControlService/DeviceControlService.apk

EXEMPTED

MBA policy violation in /system/app/SKB_SBOX_STB_Home_UI5.0/SKB_SBOX_STB_Home_

Ul5.0.apk EXEMPTED

Uploaded by Submitted on Approval status
jacky.chiang@foxconn.corp-partner.google.com Nov 24,2022, 12:41 PM NEW  Details [4

Test description

This build was detected using the FASTBOOT build detection strategy.

The following partitions we found within the submission:

Partition Mount Point Image Path
userdata /data /userdata.img/
system / /system.img/

vendor /vendor /vendor.img/

recovery /_by_plabel_/recovery /recovery.img
boot /_by_plabel_/boot /boot.img

Partition image paths are relative to the common path prefix:

This finding is for info only and does not represent a build blocking issue or warning. If any information
presented is incorrect please ensure that your submission meets the documented requirements for
FASTBOOT submissions.

If you believe the submission is correct and any of the partitions that were supplied are not represented or
incorrectly represented please report this issue to your TAM to help us to improve the completeness and
accuracy of build and partition detection.

The app com.skt.aidev.nuguupdater does not have the proper permissions.

App uses following permissions, which must be declared in a manifest:
android.permission.INSTALL_DPC_PACKAGES | android.permission.INSTALL_PACKAGES |
android.permission.INSTALL_PACKAGE_UPDATES | android.permission.INSTALL_SELF_UPDATES. Please
ensure this app is also added to the allowlist.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#package-
downloader-installer and exemption details at
https://docs.partner.android.com/gms/policies/overview/amsterdamO#template4.

Show more details

The app com.skb.btv.ime does not have the proper permissions.

App uses following permissions, which must be declared in a manifest:
android.permission.INTERACT_ACROSS_USERS.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at
https://docs.partner.android.com/gms/policies/overview/amsterdam5.

Show more details

The app com.skt.aidev.device.connect does not have the proper permissions.

App uses following permissions, which must be declared in a manifest:
android.permission.RECEIVE_BOOT_COMPLETED.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at
https://docs.partner.android.com/gms/policies/overview/amsterdam5.

Show more details

The app com.skb.tv does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.ACCESS_NOTIFICATIONS.

App uses following apis and must be listed in config.xml file:
Landroid/service/notification/NotificationListenerService;->onDestroy. Please ensure this app is also added
to the allowlist.
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If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#notification-
access-and-notification-listeners-policy and exemption details at
https://docs.partner.android.com/gms/policies/overview/amsterdamO#templatel.

The app com.skb.zemkids does not have the proper permissions.

App uses following permissions, which must be declared in a manifest:
android.permission.MODIFY_AUDIO_ROUTING.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to

MBA policy violation in /system/app/SKB_ZemKids_AI2MAX_foxconn/SKB_ZemKids_AI2MA . ) ) . i
validate inaccuracies and improve detection.

X_foxconn.apk EXEMPTED

See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at
https://docs.partner.android.com/gms/policies/overview/amsterdam5.

Show more details

The app com.android.tv.settings does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.DUMP.

MBA policy violation in /system/priv-app/TvSettings/TvSettings.apk EXEMPTED If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#app-and-network-
usage-statistics-policy and exemption details at
https://docs.partner.android.com/gms/policies/overview/amsterdamO#template2.

The app com.tvstorm.tv.ime does not have the proper permissions.

App uses following permissions, which must be declared in a manifest:
android.permission.INTERACT_ACROSS_USERS.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
MBA policy violation in /system/app/SKB_IME/SKB_IME.apk EXEMPTED validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at
https://docs.partner.android.com/gms/policies/overview/amsterdam5.

Show more details

The app com.skb.btv.upgrade does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.INSTALL_PACKAGES.

MBA policy violation in /system/app/UpgradeService/UpgradeService.apk EXEMPTED If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#package-
downloader-installer and exemption details at
https://docs.partner.android.com/gms/policies/overview/amsterdamO#template4.

Exempted warnings

The warnings below were found in the build but are not relevant to current fingerprint.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.skb.zemkids does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.READ_EXTERNAL_STORAGE, android.permission.RECORD_AUDIO,

MBA policy violation in /system/app/SKB_ZemKids_AI2MAX_foxconn/SKB_ZemKids_AI2MA  android.permission.WRITE_LEXTERNAL_STORAGE.

X_foxconn.apk EXEMPTED
If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.skb.btv.framework.media.nativeplayer does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.ACCESS_FINE_LOCATION, android.permission.READ_EXTERNAL_STORAGE,
. ) L ) . android.permission.WRITE_LEXTERNAL_STORAGE.
MBA policy violation in /system/app/nativeplayer/nativeplayer.apk EXEMPTED
If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2022-12-14.
The app com.vasott.ampotaclient does not have the proper permissions.

App uses following permissions, which must be declared in a manifest:
android.permission.INTERACT_ACROSS_USERS, android.permission.RECEIVE_BOOT_COMPLETED.

MBA policy violation in /system/app/AmpOtaClient/AmpOtaClient.apk EXEMPTED If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
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MBA policy violation in /system/app/btvbtservices/btvbtservices.apk EXEMPTED

MBA policy violation in /system/app/DeviceControlService/DeviceControlService.apk
EXEMPTED

MBA policy violation in /system/app/UpgradeService/UpgradeService.apk EXEMPTED

MBA policy violation in /system/app/BtvFrameworkService/BtvFrameworkService.apk
EXEMPTED

MBA policy violation in /system/app/PushAgent/PushAgent.apk EXEMPTED

MBA policy violation in /system/app/nugu_updater/nugu_updater.apk EXEMPTED

uids-policy and exemption details at
https://docs.partner.android.com/gms/policies/overview/amsterdam5.

Show more details

Future instances of this issue will be treated as an alert on 2023-02-22.
The app com.skb.btv.bluetooth does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.ACCESS_COARSE_LOCATION, android.permission.ACCESS_FINE_LOCATION,
android.permission.BLUETOOTH_CONNECT, android.permission.BLUETOOTH_SCAN,
android.permission.READ_EXTERNAL_STORAGE, android.permission. WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.skt.aidev.device.connect does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.ACCESS_COARSE_LOCATION.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.skb.btv.upgrade does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.READ_EXTERNAL_STORAGE, android.permission. WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.skb.btv.framework does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.ACCESS_FINE_LOCATION, android.permission.READ_EXTERNAL_STORAGE,
android.permission.WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.skb.stbPush does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.GET_ACCOUNTS, android.permission.READ_PHONE_STATE,
android.permission.WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-

permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2022-12-14.

The app com.skt.aidev.nuguupdater does not have the proper permissions.

App uses following permissions, which must be declared in a manifest:
android.permission.INSTALL_DPC_PACKAGES | android.permission.INSTALL_PACKAGES |

android.permission.INSTALL_PACKAGE_UPDATES | android.permission.INSTALL_SELF_UPDATES.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at

https://docs.partner.android.com/gms/policies/overview/amsterdam5.

Show more details

Future instances of this issue will be treated as an alert on 2023-02-22.
The app com.skb.tv does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
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MBA policy violation in /system/app/SKB_SBOX_STB_Home_UI5.0/SKB_SBOX_STB_Home_
Ul5.0.apk EXEMPTED

MBA policy violation in /system/app/A2dpDeviceService/A2dpDeviceService.apk
EXEMPTED

MBA policy violation in /system/app/amg-fxn-bfx-ua300/amg-fxn-bfx-ua300.apk
EXEMPTED

MBA policy violation in /system/app/TvSystemService/TvSystemService.apk EXEMPTED

MBA policy violation in /system/priv-app/SetupWizardCustomizer/SetupWizardCustomizer.a
pk EXEMPTED

MBA policy violation in /system/app/UEIService/UEIService.apk EXEMPTED

MBA policy violation in /system/app/nugu_updater/nugu_updater.apk EXEMPTED

android.permission.RECORD_AUDIO, android.permission.WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.vasott.a2dpdeviceservice does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.READ_EXTERNAL_STORAGE, android.permission.READ_PHONE_STATE,
android.permission.WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.skb.addradagent does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.READ_EXTERNAL_STORAGE, android.permission.WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.tvstorm.tv.system does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.READ_EXTERNAL_STORAGE, android.permission. WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.vasott.leanbacklauncher.partnercustomizer does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.READ_PHONE_STATE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.uei.quicksetsdk.skb does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.ACCESS_COARSE_LOCATION, android.permission.ACCESS_FINE_LOCATION,
android.permission.READ_EXTERNAL_STORAGE, android.permission. WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.

Future instances of this issue will be treated as an alert on 2023-02-21.
The app com.skt.aidev.nuguupdater does not have the proper permissions.

App must be added to allowlist with signing certificate digest
262dbff8897a9ddca2047d1b4f175b08a4c59e1148ad15f7900573daedf71e62 because it declares:
android.permission.ACCESS_FINE_LOCATION, android.permission.READ_PHONE_STATE,
android.permission.WRITE_LEXTERNAL_STORAGE.

If you believe this finding is incorrect please reach out to your TAM and provide details that help us to
validate inaccuracies and improve detection.

See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-

permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.
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