
9/5/22, 1:46 PM Android Firmware Analysis Portal

https://partner.android.com/firmwares/buildfingerprints?bf=SKB%2FBFX_UA300%2FBFX-UA300:10%2FQT%2F19.534.27t-20220905:user%2Frelease-keys&a=1995079395 1/3

SKB/BFX_UA300/BFX-UA300:10/QT/19.534.27t-20220905:user/release-keys content_copy Viewing scan 1 of 1:

Name Test description

report_problem Alert (0)

error Warning (0)

info Info (0)

error_outline Possible issues (24) 

Possible warnings
The applicability of the warnings below are undetermined due to a missing report.

MBA policy violation in /system/priv-app/TvSettings/TvSettings.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-09-28.


The app com.android.tv.settings does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.DUMP.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#app-and-network-
usage-statistics-policy and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam0#template2.


MBA policy violation in /system/app/nugu_updater/nugu_updater.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-12-14.


The app com.skt.aidev.nuguupdater does not have the proper permissions.


App uses following permissions, which must be declared in a manifest: 
android.permission.INSTALL_DPC_PACKAGES | android.permission.INSTALL_PACKAGES | 
android.permission.INSTALL_PACKAGE_UPDATES | android.permission.INSTALL_SELF_UPDATES.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam5.


Show more details

MBA policy violation in /system/app/UpgradeService/UpgradeService.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.btv.upgrade does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.READ_EXTERNAL_STORAGE, 
android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/btvbtservices/btvbtservices.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.btv.bluetooth does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.ACCESS_COARSE_LOCATION, 
android.permission.ACCESS_FINE_LOCATION, android.permission.BLUETOOTH_CONNECT, 
android.permission.BLUETOOTH_SCAN, android.permission.READ_EXTERNAL_STORAGE, 
android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/SKB_IME/SKB_IME.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.tvstorm.tv.ime does not have the proper permissions.


App uses following permissions, which must be declared in a manifest: 
android.permission.INTERACT_ACROSS_USERS.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam5.


Show more details

MBA policy violation in /system/app/nugu_updater/nugu_updater.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-11-14.


The app com.skt.aidev.nuguupdater does not have the proper permissions.


App uses following permissions, which must be declared in a manifest: 
android.permission.INSTALL_DPC_PACKAGES | android.permission.INSTALL_PACKAGES | 
android.permission.INSTALL_PACKAGE_UPDATES | android.permission.INSTALL_SELF_UPDATES. Please 
ensure this app is also added to the allowlist.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#package-
downloader-installer and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam0#template4.


Show more details

MBA policy violation in /system/app/nativeplayer/nativeplayer.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.btv.framework.media.nativeplayer does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.ACCESS_FINE_LOCATION, 
android.permission.READ_EXTERNAL_STORAGE, android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/UEIService/UEIService.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.uei.quicksetsdk.skb does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.ACCESS_COARSE_LOCATION, 
android.permission.ACCESS_FINE_LOCATION, android.permission.READ_EXTERNAL_STORAGE, 
android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.
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See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/PushAgent/PushAgent.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.stbPush does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.GET_ACCOUNTS, 
android.permission.READ_PHONE_STATE, android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/nugu_updater/nugu_updater.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skt.aidev.nuguupdater does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.ACCESS_FINE_LOCATION, 
android.permission.READ_PHONE_STATE, android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/BTV_IME/BTV_IME.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.btv.ime does not have the proper permissions.


App uses following permissions, which must be declared in a manifest: 
android.permission.INTERACT_ACROSS_USERS.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam5.


Show more details

MBA policy violation in /system/app/SKB_SBOX_STB_Home_UI5.0/SKB_SBOX_STB_Home_
UI5.0.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-09-28.


The app com.skb.tv does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.ACCESS_NOTIFICATIONS.


App uses following apis and must be listed in config.xml file: 
Landroid/service/notification/NotificationListenerService;->onDestroy.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#notification-
access-and-notification-listeners-policy and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam0#template1.

MBA policy violation in /system/app/TvSystemService/TvSystemService.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.tvstorm.tv.system does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.READ_EXTERNAL_STORAGE, 
android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/AmpOtaClient/AmpOtaClient.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-12-14.


The app com.vasott.ampotaclient does not have the proper permissions.


App uses following permissions, which must be declared in a manifest: 
android.permission.INTERACT_ACROSS_USERS, android.permission.RECEIVE_BOOT_COMPLETED.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam5.


Show more details

MBA policy violation in /system/app/UpgradeService/UpgradeService.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-09-28.


The app com.skb.btv.upgrade does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.INSTALL_PACKAGES.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#package-
downloader-installer and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam0#template4.


MBA policy violation in /system/app/DeviceControlService/DeviceControlService.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skt.aidev.device.connect does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.ACCESS_COARSE_LOCATION.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/amg-fxn-bfx-ua300/amg-fxn-bfx-ua300.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.addradagent does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.READ_EXTERNAL_STORAGE, 
android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/DeviceControlService/DeviceControlService.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-11-14.


The app com.skt.aidev.device.connect does not have the proper permissions.


App uses following permissions, which must be declared in a manifest: 
android.permission.RECEIVE_BOOT_COMPLETED.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam5.


Show more details

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.vasott.a2dpdeviceservice does not have the proper permissions.
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MBA policy violation in /system/app/A2dpDeviceService/A2dpDeviceService.apk
POSSIBLE WARNING open_in_new

App must be added to allowlist, because it declares: android.permission.READ_EXTERNAL_STORAGE, 
android.permission.READ_PHONE_STATE, android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/SKB_SBOX_STB_Home_UI5.0/SKB_SBOX_STB_Home_
UI5.0.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.tv does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.RECORD_AUDIO, 
android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/SKB_ZemKids_AI2MAX_foxconn/SKB_ZemKids_AI2MA
X_foxconn.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.zemkids does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.READ_EXTERNAL_STORAGE, 
android.permission.RECORD_AUDIO, android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/SKB_ZemKids_AI2MAX_foxconn/SKB_ZemKids_AI2MA
X_foxconn.apk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.zemkids does not have the proper permissions.


App uses following permissions, which must be declared in a manifest: 
android.permission.MODIFY_AUDIO_ROUTING.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#shared-system-
uids-policy and exemption details at 
https://docs.partner.android.com/gms/policies/overview/amsterdam5.


Show more details

MBA policy violation in /system/priv-app/SetupWizardCustomizer/SetupWizardCustomizer.a
pk POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.vasott.leanbacklauncher.partnercustomizer does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.READ_PHONE_STATE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.


MBA policy violation in /system/app/BtvFrameworkService/BtvFrameworkService.apk
POSSIBLE WARNING open_in_new

Future instances of this issue will be treated as an alert on 2022-10-28.


The app com.skb.btv.framework does not have the proper permissions.


App must be added to allowlist, because it declares: android.permission.ACCESS_FINE_LOCATION, 
android.permission.READ_EXTERNAL_STORAGE, android.permission.WRITE_EXTERNAL_STORAGE.


If you believe this finding is incorrect please reach out to your TAM and provide details that help us to 
validate inaccuracies and improve detection.


See more information at https://docs.partner.android.com/gms/policies/domains/mba#mba-pregrant-
permissions and exemption details at https://docs.partner.android.com/gms/policies/overview/pregrant-
exemptions.
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